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DNS and TXT Records
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DNS - Domain Name System

{) 004/2:15

https://youtu.be/UVRIINUGAYU?si= V5A-JQVQagSXnVB
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https://youtu.be/UVR9lhUGAyU?si=_V5A-JQVQagSXnVB

Domains and Name Servers

* Domains are managed at the Registrar

. lidity. Network Soluti f icli
validity.com uses Network Solutions WhDIEWﬂlldlt}"-ﬂUm Find Problems

Domain owner is required to provide 2
Name Servers

« Name Servers are hostnames that Name Value
point to IPs . ]
Registrar Metwork Solutions, LLC
*  Name Servers are computersrunning a
DNS server Registrant Name PERFECT PRIVACY, LLC
« Serverisaterm to describe a Registrant Phone +1.6707068622
hardware or software that provides
data for clients (those that make the Registrant Email zg9hht7efco@networksolutionsprivateregistration.com
requests)
Mame Server NS-181. AWSDNS-22.COM
*  BIND, PowerDNS, Unbound are DNS
server softwares Name Server NS-582 AWSDNS-08. NET
* Google Cloud DNS, Azure DNS, AWS Mame Server NS-1611 AWSDNS-09.CO UK

Route 53, CloudDNS, GoDaddy Premium
DNS are DNS as a service (web
interface)

MName Server NS-1403 AWSDNS-47 ORG

aaw, . .
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Name Servers and DNS Records

DNS Records are basically a text file that
follow a specified format.

Each Name Server will have a copy of the
domain’s DNS Record.

DNS Records have a Record Type (A) and
a value (B).

 Each type has rules for valid values
A Records will contain IP addresses

MX Record will contain a numberto
specify the priority and a hostname
(which will point to an IP).

TXT Records values may contain various
information in text format.

* Values will be inside quotes “[value
here]”

 SPF, DKIM and DMARC are TXT type
records

WV validity

ANY:validity.com@ns-181.awsdns-22.com _ EE=s

; <<>> DiG diggui.com <<>> [@ns-181.awsdns-22.com validity.com ANY

(2 servers found)

global options: +cmd

Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 35471

flags: qr aa rd; QUERY: 1, ANSWER: 25, AUTHORITY: @, ADDITIONAL: 1
WARNING: recursion requested but not available

4

L i
L L "

;3 OPT PSEUDOSECTIONM:
; EDNS: version: @, flags:; udp: 4896
;; QUESTION SECTION:

;validity.com. IN Q e
;3 ANSWER SECTION:

validity.com. 3088 TN il 141.1593.213.20

validity.com. 308 TN il 141.193.213.21

validity.com. 172868 1IN NS ns-1483 . awsdns-47.org.

validity.com. 172868 1IN NS ns-1611.awsdns-89.co.uk.

validity.com. 172868 1IN NS ns-181.awsdns-22.com.

validity.com. 172868 1IN NS ns-582.awsdns-08.net.

validity.com. = [515] N SOA ns-1483.awsdns-47.org. awsdns-hostmaster.amazon.com. 1 7288 968 1209600
86400

validity.com. 3600 IN Mx 18 us-smtp-inbound-1.mimecast.com.

validity.com. 3600 IN Mx 18 us-smtp-inbound-2.mimecast.com.

validity.com. 300 IN TXT
"Fculb512gYsbpbsUgRjTxPoVIDd3wVA+EHWQ3TDWSuNCRAp L dAebOWYYGBN5wA@YeB8QR51 joaoTIbFtJa8zhg=="

validity.com. 300 IN TXT "MS=ms95485995"

validity.com. 300 IN TXT "adobe-idp-site-
verification=64ce7203a2cl60ecPeBa’/5295169Td758784eac50bcbl159d87c93ceScci/e8bad”

validity.com. 300 IN TXT "amazonses:S5+g6LgxoMIiBvzdVotFN+ilpTDmrjSYrQ2gFWgMDKbQ=""
validity.com. 300 IN TXT "apple-domain-verification=9@LIX8uovICDdGyl"

validity.com. 300 IN TXT "apple-domain-verification=nw7XJ7RY¥T1loZeINa"

validity.com. 300 IN TXT "atlassian-domain-
verification=FUPQ2FFgw@Krljtok3UHaPnWADRgqzyrWQQ3EdiSdapLmkUbgwuVevxAsBRbTNNNM"

validity.com. 380 IN TXT "bcn=8BB72186-2302-11ED-B1DE-8CO9EFCEBSDGC"

validity.com. 308 IN TXT "docusign=dd1l5ad3a-4eeb-4ald-9da9-e5812ef8c527"

validity.com. 308 IN TXT "google-site-verification=GLulH94hsn2AhWglrTGRuzddp-UJSz4iTIXGhwv7TjA"
validity.com. 308 IN TXT "mmt85cgj@elB823d2kfSaeelkbr™

validity.com. 308 IN TXT "onetrust-domain-verification=d346c9b94f314h3192dd5Ffb563195h02"
validity.com. 308 IN TXT "postman-domain-

verification=8b8c2bf1f295f933862f4e377d98d4069Td031a8T585FaB51td6d9f2tb3elcdcar3cdc961c97a8clf24c21cda96c52fT98c352ee315ae786
91bef246e5b434245"

validity.com. 308 IN TXT "r@gpu9ihdgmnem@9vbdilsjqSsg™
validity.com. 308 IN TXT "smartsheet-site-validation=HaKKo7nEL1KYYIpM&rvSxQsudtojiDlm"
validity.com. 308 IN TXT "w=spfl include:us._netblocks.mimecast.com include: spf.salesforce.com

include:mail.zendesk.com include:mktomail.com include:spf.protection.outlook.com " "ip4:54.204.201.126 ip4:52.204.88.252
ip4:149.72.164.184 ip4:167.89.82.131 ip#4:149.72.232.65 -all"

;3 Query time: 28 msec

;; SERVER: 2600:9000:5300:b508: : 1#53(2600:9000:5300:b560: :1)
;3 WHEN: Thu Mar 87 13:85:54 UTC 2824

;3 MSG SIZE rowd: 1718

4

https://www.diggui.com/
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https://www.diggui.com/

Subdomains and DNS Records

$ORIGIN example.com

(@ IN SOA nsl.example.com hostmaster.example.com
(
2813818188 ;5erial
_ 2H :Refresh
. Subdqmams are managed at the 11 :Retry
Domain DNS record. )
24 sExXplre
A subdomain may a separate DNS 1H) STTL
Record (in the same server), or even I NS ns1.example.com
delegated to another server.
IN NS ns2.example.com
*  When delegating to another server, the lacalhost IN A 127.8.0.1
subdomain points to the Name Server IN MY 16 mailserver.example.com

that will have the DNS record of the

subdomain. ,
;Delegate email.example.com to Salesforce Marketing Cloud

email IN N5 nsl.exacttarget.com
email IN N5 ns2.exacttarget.com
email IN N5 ns3.exacttarget.com
email IN NS nsd.exacttarget.com

Custom Domain or Subdomain Delegation in Marketing Cloud (salesforce.com)

aaw, . .
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https://help.salesforce.com/s/articleView?id=sf.mc_es_subdomain_delegation_guide.htm&type=5
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What is DMARC?

Domain-based Message Authentication, Reporting, and Conformance

DMARC

DMARC lets you tell receiving servers what to do with messages frr:nrr-that don’t
pass SPF or DKIM. Set up DMARC by publishing a DMARC record for your domain. To pass
DMARC authentication, messages must be authenticated by SPF and/or DKIM. The
authenticating domain must be the same domain that's in the message From: header. Learn
how to add a DMARC record at your domain.

We recommend you set up DMARC reports so you can monitor email sent from your domain, or
appears to have been sent from your domain. DMARC reports help you identify senders that
may be impersonating your domain. Learn more about DMARC reports.

When you set up DMARC, you can then optionally set up BIMI to add your brand logo to
messages sent from your domain. Learn how to add your brand logo with BIMI.

Email sender guidelines - Google Workspace Admin Help

-, o e
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https://support.google.com/a/answer/81126

DNS - Home of SPF, DKIM and DMARC

1. Sendingdomain owner populates its DNS
with TXT for SPF, DKIM and DMARC.

2. Sendersends email or schedules a
campaign to be sent.

3.  An email sentfrom that domain has a DKIM
header appended by the sending MTA (Mail
Transfer Agent). MTAs have the appropriate
private key for creating DKIM signatures.

4. Receiving MTA queries the sending
domain’s DNS to obtain its SPF, DKIM and
DMARC policies.

5. Policies are evaluated and a decision will be
made upon results.

6. Successful validation gets message
delivered. Failures are subject to policy
defined in p=.

7. DMARC Reports are sent by Receiver MTA to
RUA and RUF (not all send reports; not in
real-time).

W validity

bl

Set DMARC record
DNS

Set SPF rc(ord/y\__/

Set DKIM record @

/ with public key Retrieve DMARC, SPF and
Sending

DKIM resource records
Domain Send validation reports
Administrator \\

Provide DKIM private key @ @

sender > (Recdvef U
MTA MTA

@ Sign certain headers \@>
and message; add DKIM
‘ { header

A DMARC-based email eco-system

Proprietary and confidential, Validity, Inc.



Understanding a DMARC Record

DMARC is a TXT record that lives in
_dmarc.domain.com.

* This subdomain should only have one
TXT record, no other record types.

Subdomains will inherit DMARC records
from Domain if not overwritten with its
own _dmarc.subdomain.domain.com
record

e DMARC at the subdomain level: When and
why? (spamresource.com)

Tags v= and p= are required, others are
optional.

RUA and RUF may contain multiple email
address, just separate with a comma.
 Can | have multiple reporting

addresses in my DMARC record? -
Validity Help Center

WV validity

Type Name Content TTL

v=DMARC1l; p=none; rua=mailto:
TXT _dmarc Auto

pattie@example.com

v=DMARC1; p=reject; [rua=mailto:postmasteracompany.com;

ruf=mailto:postmasteracompany.com;| sp=quarantine; adkim=s; pct=100

1

—> Reporting URI(s) for aggregate data (email to get aggregate reports e.g., admin@domain.com)

@ —> SPF alignment mode ("s" for strict mode, "r" for relaxed mode)

—> Percentage tag to only apply DMARC policy to % of failing emails (pct=50 applies to 50% emails)

Proprietary and confidential, Validity, Inc.



https://www.spamresource.com/2022/03/dmarc-at-subdomain-level-when-and-why.html
https://www.spamresource.com/2022/03/dmarc-at-subdomain-level-when-and-why.html
https://knowledge.validity.com/hc/en-us/articles/220564847-Can-I-have-multiple-reporting-addresses-in-my-DMARC-record
https://knowledge.validity.com/hc/en-us/articles/220564847-Can-I-have-multiple-reporting-addresses-in-my-DMARC-record
https://knowledge.validity.com/hc/en-us/articles/220564847-Can-I-have-multiple-reporting-addresses-in-my-DMARC-record
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SPF, DKIM and Alignment
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DMARC and Alignment

FROM:DOMAIN DKIM DOMAIN ENVELOPE_FROM /
RETURN-PATH
(DMARC) (DKIM) (SPF)
- DMARC ensures consistency Full Alignment @client.net
Sa n n
between the domain |n. the From. DKIM Only aclientnet
address and the domains authorized
by SPF and/or DKIM. SPF Only @client.net @sample.net
° DMARC requires at least 1 a“gnment Fail @client.net @sample.net @sample.net
to pass.
. e 00 Subject: Work From Home Policy Update
* Relaxed alignment, the default Q — 4
. . . - : <hr@EXAMPLE. >
setting, allows the domain used in R e e 1
the "Return_Path" (from SPF) or the Authentication-Results: il.example.com; spf=pass (example.com: domain DMARGC: Domain observed
of hr@example.com desMgnates 1.2.3.4 as permitted sender) ; % dd
domain in the DKIM Signature ("d=") smtp.mail=hr@example.coy; dkim=pass header.i=@example.com Al
. Received: from ..
tO be a SUbdoma|n Of the "From" DKIM-Signature: v=1; a=rsa-shdl; c=relaxed/relaxed; LE.com§ 9 2
. . =keyl23; i=@ le. ; &=dns/ : h= .. ; fr— X :
address in the email. Date: Wed. 19 Teb 2021 12:39:06N\ 03 0 oAl S )
From: “Human Resources* <hr authenticate the sending IP
To: “Fred Smith” {fred@example.com’ Q
Subject: REMINDER - don't mess this up, nk! 3

DKIM: Domain has
hosts public key

Staff, please click through the read the latest policies regarding
working from home. Click Here

— o DMARC Alignment - dmarcian
\’ Valldlty Proprietary and confidential, Validity, Inc.



https://dmarcian.com/alignment/

How Email Servers Use DMARC

SPF
aligned

Yag z
_ = @

Yas
(XTI Obtsinretum-path ¥ %
m address domain email Mot SPF
Matching aligned Check DEIM
I domains? OMARC 1t
EHH“%?HE]ffDMﬂ Il::llll: CHotain “from’ address rest
Mail Servei u email domain ( )
1'; :l::lll:IE:E ‘;‘ Mo '--------ah
Sending email Receiving Mail Server y Mo 3 @
. z Receiving email Matching Mot DKIM aligned
Obtain DKIM-signature domains? Check SPF DMARC
domain from email headers result
From address . ves N
name@domain.com dedomain.com DEIM
cormeck?
DEIM
alignad
Yes H gre

©

[/ . .
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DMARC Reports
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DMARC Aggregate and Forensic Reports

* Aggregate reports (RUA) offer a
comprehensive view of a domain's email
traffic.

* Theydetail the authentication status
(DKIM/SPF and DMARC) for all emails,
including their source and authentication
results.

* Reports are sent in XML file format to
the email addresseslisted in RUA tag.

*  Everestconsumesthese files and
displays it as graphs with filters.

* Although we recommend adding email
address for RUF, Everest doesn’t
consume or display that data.

* Thisis because it may contain PII.

V validity

Aggregate

<?xml version="1.0" encoding="UTF-&8" 7=
<feedback>
<report_metadata=
<org_name>reporter_sbc </org_name> .
<email>dmarc_ag_feedback@reporterdomain.com </email>
<extra_contact_info=https://receiver.example/dmarc</extra_contact_info>
<report_id=0001229911231 </report_jid>
<date_range>
<begin=156%
<end>156997
=/date_range>
</report_metadata>
<policy_published>
<domain>example.com </domain:
<adkim=r </adkim:
<aspf=r </aspf=
<p=reject </p>
<sp=reject </sp>
<pct>100 </pet>
</policy_published>
<record:
<row>
<source_jp:
<count>17 </count>
<policy_evaluated>
=disposition>none </disposition>
<dkim>pass </dkim>
<spf>pass </spf> -
</policy_evaluated=
< row>
<identifiers=
<header_from>example.com </header_from=
<fidentifiers=
<auth_results>
<dkimz
<domain>example.com </domain=
<result>pass </result>
<selector>1234 </selector>
<fdkimz
<spf=
<domain>example.com </domain:
<result>pass </result>
</spf>
<fauth_results>
< record>

reporter name

-

100 =/begin=

- date range of the report
4399 <fend> = g I

DMARC policy of domain evaluated

~

</source_ip>

SPF/DKIM pass or fail results

SPFEDEIM
alignment results

The Difference in DMARC Reports: RUA and RUF - dmarcian

Proprietary and confidential, Validity, Inc.

Forensic

Feedback-Type: auth-failure
User—Agent: szn-mime/2.0.41
Version: 1
Original-Rcpt-To: xxxx@seznam.cz
Source-Ip: 198.2.183.22
Authentication-Results: email.seznam.cz 1;
spf_align=fail;
dkim_align=fail

Delivery-Result: delivered\r\n\r\nReceived: from mail22.suwl3.rsgsv.net (mail22.suwl3.rsgsv.net [198.2.183.22

by email-smtpd9.ng.seznam.cz (Seznam SMTPD 1.3.106) with ESMTP;
Fri, 12 Jul 2019 10:01:20 +0200 (CEST)

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=fbl.mcsv.net; s=k1;
t=1562918478; bh=z+cMlngHlHrjpgwrd2iSbq3xmFeT/V05Zoa5SX0w5TY8=;
h=Subject:From:Reply-To:To:Date:Message-ID: Feedback-ID:List-ID:

List-Unsubscribe:Content-Type:MIME-Version;
b=QhxQk+uH4sVDFSYWdTJ rdFzJc3wTQ9TBBLlq2FDnri+hfqMAMHaAfGVHytqUcnWL3x
H6X0zZZkwp6KJc2vsm/cH1X1s10xaPWHG310K@aM5kv7BI fBX2PRATzPR4eaBvakZi
o2acfXIPaCZ+GeBNxaz5JKDTuteM/xavDjcbObXs=

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=mailchimpapp.net;
s=kl; t=1562918478; i=rortega=3D3Dasmusa.org@mailchimpapp.net;
bh=z+cM1ngHlHrjpgwrd2iSbq3xmFeT/V05Z0oa5X0w5TY8=;
h=Subject:From:Reply-To:To:Date:Message-ID:List-ID:List-Unsubscribe:

Content-Type:MIME-Version;
b=1JriMQtloII7ciJrNISI0ixgf2oWoCfaq/x02XnLq90zxEAXR8UAbgWad1IU8wq3+

001gUsrU/vd43B+umAAnKaRLoT3JjoExWh5B84cGnr+9MkcIWf+RB4Qi1G8GWtEgV1

04Wlo6pcuVupqSq0iCnrcuVI2L9hEwlXfnIgqSMMQ=

Received: from localhost (localhost [127.0.0.1])
by mail22.suwl3.rsgsv.net (Mailchimp) with ESMTP id 451QNZ5cXVzt6G
for <xxxx@seznam.cz>; Fri, 12 Jul 2019 08:01:18 +0000 (GMT)

x-mcpf-jobid: mc.us7_22465175.1121249.5d283e46c424e.Tull_000002

Subject: =?utf-87Q?New=20from=20microTalk=20for=2007=2F11=2F20197?=

From: =?utf-87Q?American=20Society=20for=20Microbiology?= <rortega@asmusa.org>
Reply-To: =?utf-87Q?American=20Society=20for=20Microbiology?= <rortega@asmusa.org>

To: <xxxx@seznam.Cz>
Date: Fri, 12 Jul 2019 08:01:17 +0000

Message-ID: <1772a0600a0b532d47343e019.0636065ea3.20190712080112.ac71646aad.3ffee3b2@mail22.suwl3.rsgsv.net>

X-Mailer: MailChimp Mailer - %*CIDac71646aa00636065ea3*x
X-Campaign: mailchimpl772a0600a0b532d47343e0f9.ac71646aa0
X-campaignid: mailchimpl772a0600a@0b532d47343e019.ac71646aa0

DMARC Failure Reports (Forensic Reports) Explained. - DMARCLY



https://dmarcian.com/rua-vs-ruf/
https://dmarcly.com/blog/dmarc-failure-reports-forensic-reports-explained

Aggregate Report In Everest

Policy Domain: Informs the domain or
subdomain of the DMARC record.

From Domain: Domainin the From header of

the email message

ReportSource: Entity that provided the
report to Everest

IP and rDNS: Information about where the
message originated from

SPF:The "Domain" column shows the
domain associated with the "Return-Path,"
while the "SPF" and "Align" columns use
icons to indicate whether SPF
authentication passed, failed, or wasn't
found.

DKIM: The "Domain" column displays the

content found in the "d=" value of the DKIM
signature. The "Selector" column shows the
content of the "s="value. Finally, the "DKIM"

and "Align" columns use icons to indicate

whether DKIM authentication and alignment

passed, failed, or weren't found.
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DMARC Reporting: Mail Origin (validity.com)

Total Reports: ~278,565 total volume across 63,765 aggregate reports

You can export to CSV result sets less than 5,000 entries in size. Please use our AP for larger exports or apply additional filters.

& Export

*m

Date Volume Policy Domain From Domain Report Source P rDNS SPF # Align # Domain #
2/8/24 22407 validity.com replyvalidity.com google.com 1991521410  bouncewvalidity.com w w bouncevalidity.com W ' replyvalidity.com m1
272724 976 validity.com replyvalidity.com google.com 199.15.21410  bounce.validity.com v v bouncevalidity.com W ' replyvalidity.com m1
214424 21,230 validity.com replyvalidity.com google.com 199.5.21410  bounce.validity.com v v bouncevalidity.com v ' replyvalidity.com m1
3424 19,939 validity.com replyvalidity.com google.com 19915.21410 bouncewvalidity.com w v bouncevalidity.com W ' replyvalidity.com mi
2/20/24 18492 validity.com replyvalidity.com google.com 199.15.21410  bouncevalidity.com v 4 bouncevalidity.com W w replyvalidity.com mi
2/22/24  16]37 validity.com replyvalidity.com google.com 19915.21410 bouncewvalidity.com w v bouncevalidity.com W ' replyvalidity.com mi
2/29/24 15,090 validity.com replyvalidity.com google.com 199.15.21410  bouncevalidity.com v 4 bouncevalidity.com ' w replyvalidity.com mi
2N13/24 12,661 validity.com replyvalidity.com google.com 199.15.21410  bouncevalidity.com 4 v bouncevalidity.com W ' replyvalidity.com m1
2/28/24 10,546 validity.com replyvalidity.com google.com 199.15.21410  bounce.validity.com v v bouncevalidity.com W W replyvalidity.com m1
2/26/24 4810 validity.com replyvalidity.com google.com 199.15.21410  bouncevalidity.com " ' bouncevalidity.com ' ' replyvalidity.com m1
219/24 3,916 validity.com replyvalidity.com google.com 19915.21410  bouncewvalidity.com " ' bounce validity.com ' ' replyvalidity.com m1
313724 3.87M validity.com replyvalidity.com google.com 19815.21410  bouncewalidity.com ' v bouncevalidity.com v ' replyvalidity.com m1
2N5/24 3,517 validity.com replywvalidity.com google.com 19815.21410  bouncewalidity.com ' v bouncevalidity.com v v replyvalidity.com m1
277124 2,032 validity.com replyvalidity.com google.com 19915.21410 bouncewvalidity.com w v bouncevalidity.com ' ' replyvalidity.com mi
1,630 validity.com replyvalidity.com google.com 199.15.21410  bouncevalidity.com 4 4 bouncevalidity.com W ' replyvalidity.com m1
R S _____________________________________________________________________________________________________________________________________________________________________________________________________________J
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Troubleshooting DMARC with
Everest
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Troubleshooting Steps

Using Everest to get visibility of email sources

1. Accounts may have multiple Policy Domains, do the following steps one by one.
 Use the Domain & Policies page to view compliance for all at a glance.

* This view will show the current policy being applied.

 The goal of Everest’'s DMARC tool is to provide visibility of what are the authorized sources for the domain’s email volume, and once everything
has been mapped and vetted, move to a stricter policy.

2. Select the Policy Domain and view Compliant sources, this will allow to understand where authenticated emails are sent from.
 Keep in mind that many companies have multiple departments, each may have a different sending platform.
 Its commonto share a subdomain of the Policy Domain.

 Ask the client about what Everest is surfacing, it might be news to them too.

3. Analyze what the information in DMARC Trends
 Everytab will give you more information about where email is sent from using the domains of the selected Policy Domain.

« Senders usually don’t distribute their email volume across multiple platforms or Ips, this means you should see volume concentrated on just a
few sources, this can be observed in the “%” column.

* Click on the arrow to get more details about the From domain, DKIM domain, SPF domain, authentication result and alignment.

 Usetools like Senderscore, Whois, Cisco Talos, and Google to get information about the sources.

aaw, . .
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Troubleshooting Steps

Using Everest to get visibility of email sources

4. Filter to view Non-Compliantsources and analyze DMARC Trends
» This will show sources that have passing SPF and/or DKIM but are failing alignment.
 Surface what Everestis uncoveringand any findings from analysis to client.
« Theidea hereis to correct alignment issues, this often means the client will need to:

. Ensure the domain of DKIM’s signature’s “d=" tag matches the domain in From header.

. Ensure the domain in Return-Path matches the domain in From header.
 Most of the changes required for proper alighnment can be made via the ESP’s interface or ticket.

. Sometimes, alignmentissues happen because the sender is using incorrect From header, this can happen more often with SFMC clients that don’t know
they need to pay extra for a Sender Authentication Package.

5. Filter to view Unauthenticated sources and analyze DMARC Trends
* This will show sources that are failing both SPF and DKIM.

* Alignment automatically fails because authentication fails.

* Here you will often see google.com and outlook.com due to automatic forwarding setup by their users - nothing can be done about that, other
then rely on ARC (not covered here).

* Failed spoofing attempts will show up here, since they are failing SPF and DKIM it is very unlikely mailbox provider will send to inbox

*  Moving to a stricter policy is the best way to tell MBPs how to treat unauthenticated messages.

aaw, . .
\, Valldlty Proprietary and confidential, Validity, Inc. @


https://help.salesforce.com/s/articleView?id=sf.mc_es_sender_authentication_package.htm&type=5

Example 1

Use Domains & Policies

A\ You are logged in to AMN Healthcare Services, Inc. (#62465)

Overiew  DomansuPolces  HepkResouces AP Docs O

Active Policies @ Remove
) Domain Policy Volume Compliance SPF Pass. Aligned DKIM Pass Aligned RUF/RUA SPF Record

oRcom L= = % % 0" ® M -
O advancedschoalstaffing.com -
O advancedtraveinursing com -
O advancedtraveltherapy.com -
O  allied.amnhealthcare.com None 1710 —————
O americanmabile.com None 6,654 ——
O  amnneathcare.com None 3123832
O anesthesiazone.com N . . . .
[ . [J  Domain Compliance SPF Pass Aligned DKIM Pass Aligned
O besmith.com N
O dubstaffing.com None
O doc.amnhealthcare.com None

CGEEEEEm——— 4

R - medefls.com None 5,569,556 89% 52% 99% 60%
O  int.amnheatthcare.com None
O leadersforioday.com Nene - @
O leadership.amnhealthcare.com Nene - @
O localandperdiem.amnhealthcare.com  None - @
O locumleaders.com None 10 — 100% ®
O medefiscom None 5569556 — 89% 52% 99% 60% @ v -
O  medpartners.com None - - - - @ « >
O  medtravelers.com None 42,900 — 99% 0% 99% 98% (0] v -
O merritthawkins.com None 219 — o97% 0% 3% 0% (0] v -
O nursechoice.com None 244 — 95% 0% 95% 95% @ v -
O nursefinders.com None 188,520 — 99% % 93% 2% @ v -
O nursesrccom None 639 — 0% 0% 0% 0% ® v -
O nursingamnhealthcare.com None 51101 — 100% 100% 100% 100% @ v -
O  nursingjobs.com None - - - - @ « >
O  ogradypeyton.com None 5,529 —— 27% 23% 85% 85% @ v -
O  onwardnealtncare.com None 1,237 — 100% 0% 100% 100% (0] v -
O peakns.com Nene 42 — 0% 0% 0% 0% ® M -
O philipsdipisa.com None - - - - 6] v -
O mcom None 58181 — 90% "% 84% 81% 6] v -
O shiftwise.com None 9428 — 86% 69% 92% 0% @ v >
O siversheet.com None 3 — 100% 100% 100% 100% ® v >
O  staffcare.com None 13,198 ——— 99% 0% 28% 27% (0] v -
O  thefirststriing.com None - - - - (6} v -
O taveiursing.com None " —— 79% 79% 0% 0% o] v -

-, o e
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Filter to show Compliant sources to view where most emails are originating from

Example 2

Policy

Compliant

Trend

N\ You are logged in to AMN Healthcare Services, Inc. (#62465) Domin
QOverview Domains & Policies Help & Resources APl Docs [
Filters P O Ackvy & Aler B Search.
@ Poli:y. Compliant M Trend
Domain
| DMARC Complianca-G Ao
Searh. medefis.... 60.1% -2.9%
medefls.... 601% 2.9% i B W compiant
] amnnea 103 =
200K
[ doc.amn... 0% -
100K
[ nursefin. 0% - . R —_—
| I | Il medefis.com Know this domain? — 2,858144 85% -
0 —— - — —_— —
F‘ il % 5o a7 20 13 26 219 22 225 228 3R
. . oogle.com Webmail Google 303,739 9% —
P compiiance - Compliant ¥ Trend DMARC compliant mail is mail that both authenticates and aligns. For SPF, the domains, goog 9 ! _—
from address. For DKIM, the signing domain must match the domain of the visible fror|
Search.. s DMARC compliant mail is mail that both authenticates and aligns, or was forwart R N
« Non-compliant mail has failed both DKIM and SPF alignment, but has authentica outlook.com Webmail Microsoft 82,742 2% —
Compliant 100% -R * Unauthenticated mail failed both SPF and DKIM.
[ Non-compliant 0% —I S
. Unknown - - 36,086 1% -
[ Unauthentica... 0% -7 DMARC Trends
] »
Mail Origin (rDNS) P Address SPF Domain 1e100.net Webmail Alphabet Inc. 35,302 1% —
Save Report Reset -
© Show | 5 ~ | entries R |
© rDNS Domair
w main Category ‘Owner Volume v
medefis.com Know this domain? - 2858144 85% \E& r:j COII‘Iplial'Ice COMDIia ny Trend
google.com Webmail Google 303,729 9%, \E\ \
outlook.com Webmail Microsoft 82742 2% \:\
Unknown - 36,086 % G Search...
1e100.net Webmail Alphabet Inc. 35302 % E\
rs
Showing 1to 5 of 26 entries Previous | 1 2 3 r 5 6 Mext %

W validity

Compliant

(] Non-compliant
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DMARC Reporting] Mail Origin (google.com)

Mail Origin (google.com)

Total Reports: ~305,994 total volume across 2,956 aggregate reports

Date

3/6/24

3/5/24

37124

2/26/24

2/21/24

2/28/24

Volume
9,949
9,292
8,827
8,617
8146

8,098

v

Policy Domain
medefls.com
medefls.com
medefls.com
medefls.com
medefls.com

medefls.com

W validity

From Domain

medefls.com

medefls.com

medefls.com

medefls.com

medefls.com

medefls.com

Report Source
google.com
google.com
google.com
google.com
google.com

google.com

P

209.85.22069

209.85.220.69

209.85.22069

rDNS
mail-sor-fe9.google.com
mail-sor-f69.google.com

mail-sor-fé9.google.com

Example 2

Filter to show Compliant sources to view where most emails are originating from

SPF Align Domain DKIM Align Domain Selector
Soft Fail x em.medefls.com v medefls.com smtpapi
Soft Fail x em.medefls.com J medefls.com smtpapi
Soft Fail x em.medefls.com \\ medefls.com smtpapi

SPF

Align

Soft Fail X

Soft Fail X

Domain

em.medefls.com

em.medefls.com

DKIM

Domain

medefls.com

medefls.com

smtpapi

smtpapi

Proprietary and confidential, Validity, Inc.




Example 3

Filter to show Non-Compliant sources and analyze DMARC Trends

@ Policy Domain Compliant ¥  Trend N
Search... DMARC Compliance: Unknown (3
medefis.com « 60.2% 28% =
| 150K
(] amnhealthcare.com 0% -
[0 doc.amnhealthcare.com 0% - oor
[ nursefinders.com 0% - 50K
Compliant 4] 0.0%
[ nursing.amnhealthcare.com 0% - Non-compliant 286,47 100.0%
213 2110 2112 214 2116 2118 220 2[22 2124 2126 2128 an 33 35 3T Unauthenticated 4] 0.0%
2 Compliance Compliant ¥  Trend
DMARC compliant mail is mail that both authenticates and aligns. For SPF, the domains must match between the return path address and visible from address. For DKIM, the signing domain must match the domain of
Search... the visible from address. This is what's known as alignment.
’ * DMARC compliant mail is mail that both authenticates and aligns, or was forwarded with an ARC chain present.
Mon-compliant 100% = * Non-compliant mail has failed both DKIM and SPF alignment, but has authenticated on a non-aligned domain.
* Unauthenticated mail failed both SPF and DKIM.
[ Compliant 0% -
[ Unauthenticated 0% -
DMARC Trends
Mail Origin (rDNS) IP Address SPF Domain DKIM Domain Geolocation
Save Report Reset
Show | 5 ~ | entries earch:
rDNS Domain Category Owner Volume v %
google.com ‘Webmail Google 1,988,988 91% -
outlook.com Webmail Microsoft 13,97 5% -
1e100.net ‘Webmail Alphabet Inc. 44 594 2% -
rDNS Domain Category Owner Volume

google.com Webmail Google 1,988,988 91% .

-, o e
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DMARC Reporting: Mail Origin (google.com)

Total Reports: ~1,988 988 total volume across 5,694 aggregate reports

You can export to CSV result sets less than 5,000 entries in size. Please use our API for larger exports or apply additional filters.

Date

3724

3/6/24

2/26/24

3/5/24

2/28/24

3/4/24

2/2124

24

2/29/24

213724

2/8/24

212724

2N6/24

W validity

Volume
21257
20,507
19,371
19130
18.263
18179
17812
17,076
16,602
16.322
16,042
16.036

15,633

Policy Domain
medefls.com
medefls.com
medefls.com
medefls.com
medefls.com
medefls.com
medefls.com
medefls.com
medefls.com
medefls.com
medefls.com
medefls.com
medefls.com

medefls.com

From Domain

medefls.com

medefls.com

medefls.com

medefls.com

medefls.com

medefls.com

medefls.com

medefls.com

medefls.com

medefls.com

medefls.com

medefls.com

medefls.com

medefls.com

Report Source
google.com
google.com
google.com
google.com
google.com
google.com
google.com
google.com
google.com
google.com
google.com
google.com
google.com

google.com

1P

209.85.220.69

209.85.220.69

209.85.220.69

209.85.220.69

209.85.220.69

209.85.220.69

209.85.220.69

209.85.220.69

209.85.220.69

209.85.220.69

209.85.220.69

209.85.220.69

209.85.220.69

209.85.220.69

Example 3

Filter to show Non-Compliant sources and analyze DMARC Trends

>

& Export

rDNS SPF Align Domain DKIM Align Domain Selector ARC

mail-sor-fé9.google.com ' x cynethealth.com " x cynethealth.com google e

mail-sor-fé9.google.com ' x cynethealth.com " x cynethealth.com google '

mail-sor-fé9.google.com ' x cynethealth.com " * cynethealth.com google '

mail-sor-fé9.google.com ' x cynethealth.com " x cynethealth.com google '

mail-sor-fé9.google.com T x cynethealth.com b x cynethealth.com google '

mail-sor-f69.google.com % Lynethealth com X rgggmff!m com gdoogle

mail-sor-f&8.gol

mail-sor-fé9.gol - - - -

) mg SPF Align Domain DKIM Align Domain Selector ARC

mall-s0or-| Xuls]

mail-sor-fe9.go

et cor 600 v X cynethealth.com v X cynethealth.com google v

mail-sor-fe9.go

hor 6500 v X cynethealth.com v X cynethealth.com google v

mail-sor-f69.go

v X cynethealth.com v X cynethealth.com google v/

v X cynethealth.com v X cynethealth.com google v/
v X cynethealth.com v X cynethealth.com google v
v X cvnethealth com v p. 4 cvnethealth com aooqgle v

Proprietary and confidential, Validity, Inc.




Example 4

Filter to show Unauthenticated sources and analyze DMARC Trends

DMARC Compliance: Poor &

[l compiiant [l Non-compliant [l] Unauthenticated

60M
40M
20M
I l I I I Compliant 66,826,271 67%
Non-compliant 609107981 61.0%
) 11 | “I Al “l “I lll___,___ II e p
™ 7i5 719 M3 v 2 1125 729 82 8/6 210 8n4 8ne 8122 8126 8130 Unauthegticated 322,804,685 323%
@ Policy Domain Compliant ¥  Trend
Search. DMARC Compliance: Unknown @
-
news.laredoute fr 99.8% -0.8%
O B Unauthenticated
30M
[J services.laredoute.fr 987% -0.7%
O laredoute.fr 20.9% - 00
[0 serviceclientlaredoute fr 13.2% -2.8% 10M
Compliant o 0.0%
doute. 8% = III I I I I II I Non-compliant (4] 0.0%
U redoute.com S o mall (T 11| ] (|| M| ™ - v
M 75 79 3 7 Fril 7125 7129 8 /6 &no 814 ang 822 8126 230 Unauthenticated 322,804,685 100.0%
] Compliant ¥  Trend
- .
rDNS Domain Category Owner Volume v %
Unauthenticated 100% -
[ Compliant 0% -
Unknown -- - 249,694,282 77% —
[] Non-compliant 0% -
AND - = s
linodeusercontent.com Know this domain? - 10,253,207 3% —
[ Date x
07/01/2023 —— .
Show | 5 ~ | entries Search:
09/01/2023
- rDNS Domain Category Owner Volume v %
Filter search Unknown - - 249,694,282 TT%
[ -
i Mail Category [[EQ linodeusercontent.com Know this domain? — 10,253,207 3%
@ ARC (Forwarded Mail)
=1 pserverspace Know this domain? - 9,249,812 3%
& IP Address
aruba.it Hosting Aruba 7,584,960 2%
@ Mail Origin (fDNS Domain)
scw.cloud Know this domain? - 2618714 0.81%
@ Sending Domain
o

-, o e
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Example 4

Filter to show Unauthenticated sources and analyze DMARC Trends

DMARC Reporting: Mail Origin (Unknown)

[otal Reports: ~249,684 282 total volume across 313,776 aggregate reporis

You can export to CSV result sets less than 5,000 entries in size. Please use our API for larger exports or apply additional fliters.

Date Volume = Policy Domain From Domain Report Source P rDNS SPF Align Domain
Ti3/23 473,514 frredoute.com frredoute.com Qutlook.com 851211701 kenigsm.shop - - -
Tiaf23 N8 rr7 frredoute.com frredoute.com Qutlook.com 85121170109 mimouzacity.shop - -- .
TNoMm3 385,757 frredoute.com frredoute.com Qutlook.com 851211701 kenigsm.shop — --
723 351725 fr.redoute.com fr.redoute.com Outlook.com 8512117011 kenigsm.shop ken igsm.sh op
TNoMm3 348 566 frredoute.com frredoute.com Qutlook.com 85121170109 mimouzacity.shop
7/5/23 345,900 fr.redoute.com frredoute.com Outlook.com 851211701 kenigsm.shop ken igsm.Sh op
Tidi23 333488 frredoute.com frredoute.com QOutlook.com a5121170n kenigsm.shop
77023 331,557 fr.redoute.com fr.redoute.com Outlook.com 8512117011 kenigsm.shop mimouzac ItYShOD
Tr2r23 328,312 frredoute.com frredoute.com Qutlook.com 851211701 kenigsm.shop
7/5/23 311,299 frredoute.com frredoute.com Outlook.com 85121170109 mimouzacity.shop free-usasdsstuff.com
8/23/23 3INnis2 frredoute.com frredoute.com Outlook.com 85.121.247127 free-usasdsstuff.com
77023 308,233 fr.redoute.com fr.redoute.com Outlook.com 8512117011 kenigsm.shop ken igsm.sh op
Ti23 306,961 frredoute.com frredoute.com Qutlook.com 851211701 kenigsm.shop
8/23/123 305,048 frredoute.com frredoute.com Qutlook.com 85121.247110 collegegrad.com ken |g'5m-5h OD
8/23/23 304,227 frredoute.com frredoute.com Outlook.com 85.121.247.244 myrewarsdreddfcentre.uk.com
8/23/23 303,01 frredoute.com frredoute.com Outlook.com 85121247138 www.ukmdsdeodels.co.uk collegegrad.com
8/23123 302,626 frredoute.com frredoute.com Qutlook.com 85121.247164 oo imordesfeodforedive st oot
7/6/23 301194 frredoute.com frredoute.com Outlook.com 851211701 kenigsm.shop myrewarsdreddfcentre.uk.com
8/23/23 299,941 frredoute.com frredoute.com QOutlook.com 85121.247106 prize-wave.com
www.ukmdsdeodels.co.uk
% e if if T | I

Proprietary and confidential, Validity, Inc.
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Questions to ask:

* What are you sending Ips?

* What are the domains that the brand uses to send emails?

* Are all the domains configured in Everest?

* Are there any registered domains associated with your organization that shouldn't be sending emails?
*  Which team within your organization is responsible for managing domain names and DNS settings?

* What ESP(s) do you use?

* Do other departments within your organization send emails using our company's domain names?

* Does your brand use external services to send emails on its behalf?

* Where are corporate emails sent from? Ex.: Google Workplace, Office 365, Microsoft Exchange.

* Does the amount of email traffic shown in DMARC reports align with our usual sending volume?

* Have you heard about BIMI?

\, Valldlty Proprietary and confidential, Validity, Inc.



Reaching out to Professional Services

DMARC can turn into a PS opportunity:

* Qur clients should lean on the Services Team and Support for:

* Questionsregarding DMARC record and how to update it using
our help center articles and playbooks.

* Help them navigate Everest’s DMARC tool and understand what
it provides, with our published contents and meetings.

* |t could be a PS opportunity if:

* Client manages multiple domains or brands. Email: { » ProfessionalServices@validity.com
* Need hand holding to understand what Everest is surfacing,
along with detailed next steps. Slack: { e #proserve-help

 Complex DNS setups and dealing with more technical team.

* Client wants to get BIMI but don’t yet have DKIM, SPF or DMARC
properly in place, so it needs to be a project with formalized next
steps and roles.

aaw, . .
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Q&A
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