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DNS and TXT Records
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DNS - Domain Name System

https://youtu.be/UVR9lhUGAyU?si=_V5A-JQVQagSXnVB

https://youtu.be/UVR9lhUGAyU?si=_V5A-JQVQagSXnVB
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Domains and Name Servers

• Domains are managed at the Registrar

• validity.com uses Network Solutions

• Domain owner is required to provide 2 

Name Servers

• Name Servers are hostnames that 

point to IPs

• Name Servers are computers running a 

DNS server

• Server is a term to describe a 

hardware or software that provides 

data for clients (those that make the 

requests)

• BIND, PowerDNS, Unbound are DNS 

server softwares

• Google Cloud DNS, Azure DNS, AWS 

Route 53, CloudDNS, GoDaddy Premium 

DNS are DNS as a service (web 

interface)
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Name Servers and DNS Records

• DNS Records are basically a text file that 

follow a specified format.

• Each Name Server will have a copy of the 

domain’s DNS Record.

• DNS Records have a Record Type (A) and 

a value (B).

• Each type has rules for valid values

• A Records will contain IP addresses

• MX Record will contain a number to 

specify the priority and a hostname 

(which will point to an IP).

• TXT Records values may contain various 

information in text format.

• Values will be inside quotes “[value 

here]”

• SPF, DKIM and DMARC are TXT type 

records

https://www.diggui.com/

https://www.diggui.com/
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Subdomains and DNS Records

• Subdomains are managed at the 

Domain DNS record.

• A subdomain may a separate DNS 

Record (in the same server), or even 

delegated to another server.

• When delegating to another server, the 

subdomain points to the Name Server 

that will have the DNS record of the 

subdomain.

Custom Domain or Subdomain Delegation in Marketing Cloud (salesforce.com)

https://help.salesforce.com/s/articleView?id=sf.mc_es_subdomain_delegation_guide.htm&type=5
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DMARC

Proprietary and confidential, Validity, Inc.



Proprietary and confidential, Validity, Inc. 9

What is DMARC?
Domain-based Message Authentication, Reporting, and Conformance

Email sender guidelines - Google Workspace Admin Help

Gmail and Yahoo now require all 
bulk senders to publish a DMARC 
record ensure alignment with 
their SFP/DKIM domains. It’s 
recommended to implement a 
DMARC reporting solution. 

https://support.google.com/a/answer/81126
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DNS – Home of SPF, DKIM and DMARC

1. Sending domain owner populates its DNS 

with TXT for SPF, DKIM and DMARC.

2. Sender sends email or schedules a 

campaign to be sent.

3. An email sent from that domain has a DKIM 

header appended by the sending MTA (Mail 

Transfer Agent). MTAs have the appropriate 

private key for creating DKIM signatures.

4. Receiving MTA queries the sending 

domain’s DNS to obtain its SPF, DKIM and 

DMARC policies .

5. Policies are evaluated and a decision will be 

made upon results.

6. Successful validation gets message 

delivered. Failures are subject to policy 

defined in p=.

7. DMARC Reports are sent by Receiver MTA to 

RUA and RUF (not all send reports; not in 

real-time).
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Understanding a DMARC Record
• DMARC is a TXT record that lives in 

_dmarc.domain.com.

• This subdomain should only have one 

TXT record, no other record types.

• Subdomains will inherit DMARC records 

from Domain if not overwritten with its 

own _dmarc.subdomain.domain.com 

record

• DMARC at the subdomain level: When and 

why? (spamresource.com)

• Tags v= and p= are required, others are 

optional.

• RUA and RUF may contain multiple email 

address, just separate with a comma.

• Can I have multiple reporting 

addresses in my DMARC record? – 

Validity Help Center

https://www.spamresource.com/2022/03/dmarc-at-subdomain-level-when-and-why.html
https://www.spamresource.com/2022/03/dmarc-at-subdomain-level-when-and-why.html
https://knowledge.validity.com/hc/en-us/articles/220564847-Can-I-have-multiple-reporting-addresses-in-my-DMARC-record
https://knowledge.validity.com/hc/en-us/articles/220564847-Can-I-have-multiple-reporting-addresses-in-my-DMARC-record
https://knowledge.validity.com/hc/en-us/articles/220564847-Can-I-have-multiple-reporting-addresses-in-my-DMARC-record
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SPF, DKIM and Alignment
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DMARC and Alignment

• DMARC ensures consistency 

between the domain in the "From" 

address and the domains authorized 

by SPF and/or DKIM.

• DMARC requires at least 1 alignment 

to pass.

• Relaxed alignment, the default 

setting, allows the domain used in 

the "Return-Path" (from SPF) or the 

domain in the DKIM signature ("d=") 

to be a subdomain of the "From" 

address in the email.

DMARC Alignment - dmarcian

https://dmarcian.com/alignment/
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How Email Servers Use DMARC
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DMARC Reports
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DMARC Aggregate and Forensic Reports

• Aggregate reports (RUA) offer a 

comprehensive view of a domain's email 

traffic.

• They detail the authentication status 

(DKIM/SPF and DMARC) for all emails, 

including their source and authentication 

results.

• Reports are sent in XML file format to 

the email addresses listed in RUA tag.

• Everest consumes these files and 

displays it as graphs with filters.

• Although we recommend adding email 

address for RUF, Everest doesn’t 

consume or display that data.

• This is because it may contain PII.

The Difference in DMARC Reports: RUA and RUF - dmarcian

Aggregate Forensic

DMARC Failure Reports (Forensic Reports) Explained. - DMARCLY

https://dmarcian.com/rua-vs-ruf/
https://dmarcly.com/blog/dmarc-failure-reports-forensic-reports-explained
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Aggregate Report in Everest

A. Policy Domain: Informs the domain or 

subdomain of the DMARC record.

B. From Domain: Domain in the From header of 

the email message

C. Report Source: Entity that provided the 

report to Everest

D. IP and rDNS: Information about where the 

message originated from

E. SPF: The "Domain" column shows the 

domain associated with the "Return-Path," 

while the "SPF" and "Align" columns use 

icons to indicate whether SPF 

authentication passed, failed, or wasn't 

found.

F. DKIM: The "Domain" column displays the 

content found in the "d=" value of the DKIM 

signature. The "Selector" column shows the 

content of the "s=" value. Finally, the "DKIM" 

and "Align" columns use icons to indicate 

whether DKIM authentication and alignment 

passed, failed, or weren't found.
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Troubleshooting DMARC with 
Everest
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Troubleshooting Steps

1. Accounts may have multiple Policy Domains, do the following steps one by one.

• Use the Domain & Policies page to view compliance for all at a glance.

• This view will show the current policy being applied.

• The goal of Everest’s DMARC tool is to provide visibility of what are the authorized sources for the domain’s email volume, and once everything 

has been mapped and vetted, move to a stricter policy.

2. Select the Policy Domain and view Compliant sources, this will allow to understand where authenticated emails are sent from.

• Keep in mind that many companies have multiple departments, each may have a different sending platform.

• Its common to share a subdomain of the Policy Domain.

• Ask the client about what Everest is surfacing, it might be news to them too.

3. Analyze what the information in DMARC Trends

• Every tab will give you more information about where email is sent from using the domains of the selected Policy Domain.

• Senders usually don’t distribute their email volume across multiple platforms or Ips, this means you should see volume concentrated on just a 

few sources, this can be observed in the “%” column.

• Click on the arrow to get more details about the From domain, DKIM domain, SPF domain, authentication result and alignment.

• Use tools like Senderscore, Whois, Cisco Talos, and Google to get information about the sources.

Using Everest to get visibility of email sources
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Troubleshooting Steps

4. Filter to view Non-Compliant sources and analyze DMARC Trends

• This will show sources that have passing SPF and/or DKIM but are failing alignment.

• Surface what Everest is uncovering and any findings from analysis to client.

• The idea here is to correct alignment issues, this often means the client will need to:

• Ensure the domain of DKIM’s signature’s “d=“ tag matches the domain in From header.

• Ensure the domain in Return-Path matches the domain in From header.

• Most of the changes required for proper alignment can be made via the ESP’s interface or ticket.

• Sometimes, alignment issues happen because the sender is using incorrect From header, this can happen more often with SFMC cl ients that don’t know 

they need to pay extra for a Sender Authentication Package.

5. Filter to view Unauthenticated sources and analyze DMARC Trends

• This will show sources that are failing both SPF and DKIM.

• Alignment automatically fails because authentication fails.

• Here you will often see google.com and outlook.com due to automatic forwarding setup by their users – nothing can be done about that, other 

then rely on ARC (not covered here).

• Failed spoofing attempts will show up here, since they are failing SPF and DKIM it is very unlikely mailbox provider will send to inbox

• Moving to a stricter policy is the best way to tell MBPs how to treat unauthenticated messages.

Using Everest to get visibility of email sources

https://help.salesforce.com/s/articleView?id=sf.mc_es_sender_authentication_package.htm&type=5
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Example 1
Use Domains & Policies

Here we can see that this 
domain is having SPF and 
DKIM alignment issues, let’s 
investigate more
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Example 2
Filter to show Compliant sources to view where most emails are originating from

Select the Policy Domain to 
filter the report.

Review Compliant sources to 
have a better understanding 
of where emails are 
originating from.

First source of the list is responsible for 89% of 
email messages. Google and Outlook, seams like 
domain is using Google Workspace and Office 
365.

Click on the arrow to get 
more information about the 
source
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Example 2
Filter to show Compliant sources to view where most emails are originating from

It is accepted to have only one authentication passing and 
aligning.
Here we can see that is the case for DKIM.
If client can’t do both, prioritize DKIM pass/align over SPF.

When we see this source, it usually means the 
domain is using Google Workspace.
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Example 3
Filter to show Non-Compliant sources and analyze DMARC Trends

Here we see google.com 
again, but there is more non-
compliant volume. Click on 
the arrow to investigate more.
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Example 3
Filter to show Non-Compliant sources and analyze DMARC Trends

Here we see that 
cynethealth.com is 
responsible for most of that 
volume. The present of ARC 
hints that it might be an 
automatic forward.
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Example 4
Filter to show Unauthenticated sources and analyze DMARC Trends

Here we see there is a lot of 
Unauthenticated emails being 
sent. Most of the volume is 
from an unknown source. 
Click on arrow to know more 
about it.
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Example 4
Filter to show Unauthenticated sources and analyze DMARC Trends

These messages are sent using Ips that aren’t known to the 
client and with different Return-Path domains. They lack 
SPF and DKIM signatures.
Some SPF domains will show fail because they have an SPF 
record that doesn’t allow for that IP to send on their behalf.



Proprietary and confidential, Validity, Inc. 28

Questions to ask:

• What are you sending Ips?

• What are the domains that the brand uses to send emails?

• Are all the domains configured in Everest?

• Are there any registered domains associated with your organization that shouldn't be sending emails?

• Which team within your organization is responsible for managing domain names and DNS settings?

• What ESP(s) do you use?

• Do other departments within your organization send emails using our company's domain names?

• Does your brand use external services to send emails on its behalf?

• Where are corporate emails sent from? Ex.: Google Workplace, Office 365, Microsoft Exchange.

• Does the amount of email traffic shown in DMARC reports align with our usual sending volume?

• Have you heard about BIMI?
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Reaching out to Professional Services

• Our clients should lean on the Services Team and Support for:

• Questions regarding DMARC record and how to update it using 

our help center articles and playbooks.

• Help them navigate Everest’s DMARC tool and understand what 

it provides, with our published contents and meetings.

• It could be a PS opportunity if:

• Client manages multiple domains or brands.

• Need hand holding to understand what Everest is surfacing, 

along with detailed next steps.

• Complex DNS setups and dealing with more technical team.

• Client wants to get BIMI but don’t yet have DKIM, SPF or DMARC 

properly in place, so it needs to be a project with formalized next 

steps and roles.

DMARC can turn into a PS opportunity:

Email: • ProfessionalServices@validity.com

Slack: • #proserve-help
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Q&A
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